2 JANUCAT Data Privacy Governance

Aug 2023, ©JANUSEC



Ccontents

O Three Core Questions of Data Privacy & the Solution
Q Introduction of JANUCAT

a Compliance Method of JANUCAT

O Data Privacy Governance Framework Demo



Three Core Questions of Data Privacy & the Solution

« What data are we processing?

- To maintain data inventories (processing activities, assets and recipients)
- JANUCAT provides data inventories module that includes all the elements required by GDPR

« Are these processing compliant?

- To perform assessments (DPIA/PIA, TTA, LIA etc.)
- JANUCAT provides assessments module

« How to demonstrate compliance?
- Compliance records of all processing activities
- Technical and organizational measures for regulating processing activities
- JANUCAT provides an accountability framework to guide compliance practices



Introduction of JANUCAT

JANUCAT is a data privacy governance solutions aimed at building Compliance, Accountability and
Transparency.

The main functions of JANUCAT include:

« Records of processing activities

- Data protection impact assessments, asset security assessments
« Records of control measures

e etc.,

to help enterprises demonstrate privacy compliance with accountability (GDPR etc.).

Two modes available:
« SaaS Cloud Service Mode
« On-Premise/Private Deployment Mode (Debian and PostgreSQL maintenance experience is required)

Free trial: https://www.janusec.com/free-trial



https://www.janusec.com/free-trial

Compliance Method by JANUCAT (Part 1: Business Unit)

Inventory

A 4

Processing activities

Dl

Assessment

A 4

Assets (IT Systems)

List

DPIA/PIA, TIA, LIA

Risks

Control

A 4

Y

Recipients

List

Security Assessment

Risks

A 4

Privacy/Cookie Notice, Consent,
Retention, DTA, Privacy by Design
(Pseudonymization, Anonymization)

A 4

Due Diligence

Risks

Authentication, Authorization,
Access Control, Encryption

Response

»

External Inquiries

Data Subject Requests

Date Processing Agreement

Recommendations for Improvement

>

Evidences

DPO Monitor, Audits

Data Breaches




Compliance Method by JANUCAT (Part 2: Governance Unit)

Laws, regulations,
standards, and DPA
requirements

Governance

Stakeholders
(authorities, medias,
employees)

Strategy

Policy

A 4

Strategic Insight

Compliance Framework

Strategic Planning

Organization

Management Regulations

\ 4

Data Classification

y

Communication

Awareness and Ability

Specification, Guidance

Risk Management &
Supervision

Appointment of DPO etc.

Through strategic planning, policy formulation, optimization of organizational and decision-making mechanisms, systematic direction
and supervision of business processing activities are carried out to achieve the goals of data privacy compliance, accountability, and
transparency.



Summary of JANUCAT Data Privacy Governance Framework (GIACR)

Provide systematic direction and supervision for business units

Governance or Risk Control RO
Governance . « Strategy
Unit :
« Policy
+ Organization

Maintain inventories of:
* Processing activities
» Assets

* Recipients

Inventory Business Unit

Perform assessments such as:
o DPIA/PIA, TIA, LIA

« Security

« Duediligence

Assessment Business Unit

Implement technical and organizational measures:
Privacy/Cookie notice

Consent

Retention

DTA, DPA

Anonymization, pseudonymization

Encryption

Control Business Unit

JANUCAT GIACR Framework

Continuous improvement by responding to breaches, requests,

Response susiness Unit audit findings and external inquiries



JANUCAT Data Privacy Governance Framework Demo (Part 1)

Function Measure Grouping Control Measure Must Special Instructions Reference

111 Routinely gain insight into external lows and regulations, enforcement coses, standards and best practices, and perform summaries and gap
analyses (RATHYMMEERIER. S, WELREVE, QHSEERMG)

1.1.2 Based on the summary and gap analysls, determine the development plan and project approval, including but not lmited 1o continuously
converting external requirements into internal policy documents, improving the process of building data security and pervacy protection by design and
by default, ete, (B-F LT R H, MENRNYSIEL 8, QER AR RSN R R M ERUY, TR E & SR E AU
FR %)

1.1 Strategy (A8%)

1.1.3 Establish the vision of data security and privacy protection. and use the internal and external speeches of the management to set the tone for all
emplovees to schieve compliance (f O RT4E S SRR ROREE, 0L RBRAMEL N, 82 AW SRS N KW

1.2.1 Develop a general policy that cleorly defines the principles to ensure privacy compliance and data security (8 G EEOT, SIIRERIRE SN S 8RS
SEFW)

1.2.2 Clarify the responsibilities and operating mechanisms of internal departments (WFMP3 8 4 300 1R98 H55 16057 H00))

1.2 Policies (A(R) 1.2.3 Improve protection policies in various sub-sectors, covering minors, employees, specific business areas. etc. (508 S0 MR PR, M)

1 Governance (it A, MR, W@ R AT

1)
1.2.4 Publish management regulations for privacy statement, entrusted processing, cross border transfer and Data subject rights ete., as needed {#H4E%

W, AHRIENE, GQERENY, SICUNR, PENE. N EEHBRRE)

1.3.1 Estahlish a privacy protection and data security governance team to provide guidance, training for business, and monitor business compliance (&
VAR ITRR S SRR, N AROURY, EWN, FENEFEN)

) The corresponding role in China is PIPO (PF A SR YT | GDPR Article 37,
1.3.2 Deslgnation of DPO ((E@DPO) Y

NABRIAARA) PIPL Articke 52
. 2 o s S y GDPR Article 27,
1.1 Organization (4181) L.3.3 Deslgnation of representative for offshore husiness { H 9 & SEG &) Y PIPL Article 53
1.3.4 Awarcness and capacity enhancement (2 UHISE A HET)

1,3.5 Perform inspections, monitoring and metrics (e, IRRMER)

1.3.6 Establish a decision-making mechanism for risk management, sach as tracking and managing risks through moutine mectings (88 7 MBS TRV AR ML
LR BE R S d il A ee s IR

JANUCAT Data Privacy Governance Framework Based on GIACR Method, the full framework is available within JANUCAT by Free Trial.


https://www.janusec.com/free-trial

JANUCAT Data Privacy Governance Suite
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Usage scenarios

e Scenario 1: External or Internal Audit

- Check the records of processing activities and export them as pdf files
- Check DPIA/PIA or other assessments reports and export them as pdf files
- Present these PDF files to the auditor as evidences

« Scenario 2: Privacy Protection Operations, Metrics and Reports

- Track issues with internal privacy protection implementation
- Metrics and reports

- As a platform for daily privacy protection, used for internal management improvement and
ensuring compliance



Thank you!

https://www.janusec.com/
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